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Abstract—Controlling devices connected to the Internet of Things often
requires juggling multiple smartphone apps or physical remote controls,
creating a fragmented user experience. Augmented Reality (AR) can
afford superior control by automatically presenting virtual user interfaces
that are spatially aligned with networked devices. However, before such
user interfaces can be delivered, physical devices must be localized in
the environment. This paper introduces LORIOT (LOcalization-Ready
Internet Of Things), a novel end-to-end system that uses a semantic
scene graph and a large language model to map the identities of the
networked devices to physical objects, given a pre-filtered set of loT-
device candidate nodes. A declarative Ul specification enables auto-
matic generation of device control panels for AR and non-AR clients.
We evaluate the mapping component on a controlled synthetic-room
benchmark of 100 randomly generated rooms. Using device network
metadata alone, we achieve a baseline macro-averaged F1 score of
0.80 for digital—physical associations. When device metadata is en-
riched with physical attributes (mounting location, materials, color, and
size), performance improves to 0.88. Moreover, we evaluate the benefit
of spatially registered AR control in a within-subject user study (N=20),
comparing in-situ AR panels against conventional non-AR control with
smartphone apps or physical remote controls. AR yields significantly
faster task completion, lower mental demand, and higher usability.

Index Terms—Internet of Things, Augmented Reality, Device Local-
ization, Semantic Scene Graphs, Human-Computer Interaction, User
Interface Generation.

1 INTRODUCTION

Controlling devices connected to the Internet of Things (IoT)
can be frustrating, if users are forced to juggle multiple
manufacturer-specific smartphone applications or search
for dedicated physical remotes. Augmented Reality (AR)
provides more immediate control by presenting virtual
user interfaces spatially registered with networked devices.
However, before such AR user interfaces can be delivered,
devices must be located in the environment. The system
must know the precise physical pose (six degrees of freedom
for combined position and orientation) of each device. Lo-
calization remains a critical challenge for AR-style interfaces
[28], [36], [43].

Existing solutions only partially address this problem.
Some devices can make themselves known with radio sig-
nals [18], [29], or they can carry QR codes or RFID tags for
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detection on demand [4], [13], [21], [33], [37]. Experimental
mapping applications can detect blinking lamps or audio
signals from loudspeakers [38]. If all else fails, stationary
devices can be manually entered on a map. All of these
methods are cumbersome and do not scale well to large
environments or daily use. Furthermore, even if the location
of a device is known, connecting the physical device to its
digital identity is still far from trivial. Remote operation
over the network is often vendor-specific and requires a fair
amount of engineering effort to establish universal remote
control over all networked devices.

In this paper, we introduce LORIOT, the LOcalization-
Ready Internet Of Things. The purpose of LORIOT is to
automate the localization of networked devices and estab-
lish a mapping between physical devices and their digital
identity. We achieve this by first using an RGB-D scan of
the environment to construct a semantic scene graph (SSG).
The SSG is composed of objects with both geometry and
semantic attributes. We then use a large language model
(LLM) for device mapping. The LLM reasons over the SSG
together with network-side device metadata to associate
each physical object observation with the correct digital
device identity. Finally, we use the LLM one more time
to derive a declarative user interface (UI) description from
the device metadata. This description is combined with the
mapped physical poses to automatically generate a spatially
registered remote control interface in AR. In our current
prototype, we manually pre-filter the SSG to the subset
of nodes corresponding to IoT devices before running the
LLM-based device mapping.

In summary, our contributions are the following:

e An end-to-end system makes IoT deployments
localization-ready by constructing a semantic scene
graph from an RGB-D scan, maps network identities to
physical objects via LLM-based reasoning, and enables
in-situ AR control through spatially registered inter-
faces.

o An LLM-based device mapping method uses semantic
scene graph descriptions together with network-side
device metadata to produce confidence-ranked device—
object associations and to support resolving remaining
ambiguities.

e A declarative user interface specification and gener-
ation pipeline allows an LLM to synthesize device-
agnostic control panels from device metadata and in-
stantiate them as spatially registered AR interfaces (or
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Fig. 1. Conceptual illustration of Device localization and control in LORIOT. Left: LLM-generated AR control panels: Given a device’s network
metadata (available commands and parameters), an LLM produces a declarative JSON Ul description (widgets + command bindings), which the AR
client instantiates as an in-situ panel (a) next to the physical device (IoT). Additional examples of generated Uls for different devices are shown in
Figures 4 and 5. Right: Mapping between physical object and network identity: Panel (b) visualizes the system’s predicted associations between
network-side device identities and SSG object nodes. When multiple identical device instances exist, LORIOT resolves remaining ambiguities via a

separate situated confirmation/correction step (Sec. 3.1).

conventional 2D interfaces).

Two evaluations demonstrate our achievements: First, a
controlled synthetic benchmark measures mapping success.
Second, a within-subject user study (N=20) compares AR
vs. non-AR control of IoT devices, showing faster perfor-
mance and greater subjective usability for AR.

The purpose of LORIOT is to demonstrate how AR
can be used to interact with smart environments at scale.
By supporting the critical steps of device mapping and
UI generation, it provides a key enabling technology for
universal remote control in AR. Specifically, we show how
an LLM can help with organizing one’s growing menagerie
of devices. Our workflow is friendly to non-technology-
savvy users and drastically reduces the time required for
setting up environments with many networked devices.

2 RELATED WORK

Our work brings together multiple topics from the domains
of AR and IoT. We organize the related work into three
groups: device control with AR, device localization, and
construction of user interfaces for IoT.

2.1 Controlling devices in AR

Integration of device control in AR environments has been
explored with various technical approaches and interaction
styles [1], [4], [12], [13]. Prior work usually focuses on
relatively simple device control scenarios, often limited to
a single device type or a specific use case [4], [13], [20], [40].
Current consumer-grade systems, such as the Apple Vision
Pro, already demonstrate compelling smart home control in
AR'. However, the setup for these applications is manual
and often cumbersome.

Beyond device localization, prior work on AR IoT con-
trol mainly focuses on interaction techniques for issuing

1. https:/ /support.apple.com/en-gb/guide/apple-vision-pro/
dev26039£68/visionos

commands (e.g., gesture-based input) and on communica-
tion layers that connect AR clients to heterogeneous IoT
protocols.

Hand gesture recognition has emerged as another intu-
itive method for remote control in AR [40]. Jo and Kim [20]
implemented hand gesture-based control for smart lighting
systems, allowing users to perform gestures such as point-
ing and pinching to manipulate device states.

The communication layer between AR applications and
networked devices has been addressed through various
implementations of protocols. Fleck et al. [11], [12] devel-
oped a Unity tool that integrates MQTT communication,
allowing real-time bidirectional communication between
AR applications and IoT networks. Dias et al. [9] present
another framework for device management via MQTT in
AR environments.

While these methods demonstrate various ways of in-
teraction with devices in AR, they often presuppose that the
pose of the device is already known or rely on manual setup,
such as placing markers [13], [19]. Our work addresses this
fundamental limitation by providing an integrated localiza-
tion pipeline. By leveraging an SSG, LORIOT removes the
need for manual placement or on-device markers, enabling
nearly instant control over a large number of heterogeneous
devices, a critical step for going beyond a reality where only
one device is controlled at a time.

2.2 Device localization

Prior work on device localization for IoT systems has
explored various methods to bridge the gap between a
device’s network identity and its physical position. Radio-
based techniques utilize wireless signal properties such as
ZigBee signal strength [29] or UWB radio [18] to estimate
device locations; however, this approach lacks precision and
is only effective for a small number of devices that are
sufficiently distant from one another. A widely used class of
solutions relies on visual fiducials (e.g., QR-code-like tags)
attached on or near devices. By detecting the marker, an
AR client can directly recover device identity and pose for
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spatially registering overlays [3], [19], [21], [26], [41]. While
effective, these techniques shift the burden to deployment
and maintenance: Users must attach markers, keep them
visible, and tolerate potential occlusions or aesthetic con-
cerns, which limits scalability in heterogeneous real-world
environments.

An alternative approach relies on physically observing
state changes. Schenkluhn et al. [38] propose to identify
devices by sequentially activating their output to allow
identification of their physical location. This strategy is
effective for devices with easily perceptible state changes,
like lamps, but leaves out input-only devices (e.g., buttons)
or devices with less obvious state changes, such as height-
adjustable desks or motorized window blinds.

All of these methods are effective, but typically limited
in scope, dependent on manual intervention, or not easily
scalable to large, heterogeneous environments. To overcome
these limitations, we propose to rely on semantics. We
leverage an LLM to reason about the information contained
in an SSG and the network metadata to perform device
localization in a robust and generalizable way. LORIOT
maps a wide variety of devices without relying on auxil-
iary channels such as radio signal strength, observations of
physical markers, or observable state changes. Instead, our
work builds on recent advances in 3D scene understanding
[8], [23], [32]. The technology underlying SSG is rapidly ad-
vancing because of its importance for robotics and artificial
intelligence [2], [15], [22], [35].

2.3 User interfaces for the Internet of Things

Interoperability is a continuing concern in the IoT com-
munity. Several universal IoT control systems have been
developed, such as the W3C Web of Things and OCF Io-
Tivity, which use a JSON schema to control devices from
different manufacturers [27], [42]. Separate efforts have fo-
cused on the generation of user interfaces, ranging from pre-
fabricated components to dynamic user interfaces generated
by an LLM [6], [7], [14], [17], [25].

A common approach is to map structured schemas
or declarative specifications to interactive forms or dash-
boards, which can reduce manual Ul engineering effort
and support Ul adaptation as device capabilities evolve [7],
[14]. In XR settings, Espinal et al. [10] propose a runtime
that interprets JSON-based descriptions to visualize and
interact with IoT device data on head-mounted displays.
Complementary authoring approaches aim to make such
interfaces and policies editable by users, e.g., via interactive
tools for creating context-aware behavior in XR [30].

Beyond schema-driven generation, recent work explores
using large language models to generate (or assist in gener-
ating) Ul structures directly from natural-language intent or
task descriptions [17]. Because LLM outputs can be generic
or misaligned with user preferences, preference libraries
have been proposed to guide widget selection toward more
usable designs [25]. Research on generative and malleable
user interfaces further highlights the value of keeping an
explicit intermediate representation so that end-users can
iteratively refine generated interfaces instead of receiving
one-off code [6].

While prior work has addressed universal control and
dynamic user interface generation as separate challenges,
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our work unifies these concepts. We introduce a single,
cohesive JSON specification that serves a dual purpose: It
provides a manufacturer-independent abstraction for device
control and simultaneously contains the semantic informa-
tion necessary for an LLM to automatically generate corre-
sponding interactive user interfaces in AR. By grounding UI
generation in a compact declarative representation, our ap-
proach supports deploying consistent generated interfaces
across different clients (AR and smartphone) while keeping
back-end control and routing unified.

3 SYSTEM OVERVIEW

We run LORIOT as a distributed system (Figure 2), which
consists of three main components communicating over a
local Wifi network: the device server, the IoT devices, and
two types of clients: the AR client and the smartphone client
(the latter is used for comparison with AR).

The server contains most of the system logic. It runs
on a popular software stack consisting of Node-RED? and
Mosquitto®. Node-RED is an automation framework built
with NodeJS*. The server formats its data resources as
JSON and persistently stores them in CouchDB®. Mosgqitto
is a broker for MQTT messages. MQTT® (Message Queuing
Telemetry Transport) is a lightweight messaging protocol
widely used in IoT networks for publish-subscribe commu-
nication.

First, the server (using an NVIDIA RTX 4090 GPU)
creates the SSG. At runtime, the server invokes an LLM
specialized for logical reasoning to compute the device
mapping and generate the user interfaces for the devices.
As LLM, we use GPT5.4, which runs in the cloud and is
transparently invoked by the server using the OpenAl re-
mote call interface. Second, the device mapping (Section 3.1)
is determined. Third, the user interfaces (Section 3.2) are
generated. We also prepare the spatial registration of the
user interfaces (Section 3.4).

Furthermore, the server routes all commands triggered
by the user to the devices. The MQTT protocol (Figure 3)
uses a publish-subscribe architecture with two channels, one
to send messages to devices and one to receive messages
from devices. Timestamps are used to uniquely identify
messages, making it easy to orchestrate request-reply se-
quences.

The routing ability of our server is conceptually similar
to the function of home automation appliances such as
Matter’, which can talk to devices using a variety of net-
work protocols and standards. However, our server differs
from existing home automation appliances in two important
ways. First, it accepts control input from AR clients. Second,
our server derives its routing tables using an LLM instead
of relying on user input on the console.

As AR client, we use an application built with Unity
running on a Meta Quest 3 headset. The client connects to

2. https:/ /nodered.org

3. https:/ /mosquitto.org

4. https:/ /nodejs.org

5. https:/ /couchdb.apache.org/

6. https://mqtt.org

7. https:/ / project-chip.github.io/ connectedhomeip-doc/
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Fig. 2. Network layout and client/server architecture of LORIOT—the server is responsible for the creation of the device mapping and the user
interfaces. Multiple clients can connect to the server and receive user interfaces that enable the user to interact with the chosen devices.

the server to fetch the automatically generated user inter-
faces to remotely control the IoT devices. The smartphone
client displays the same user interface in an Android app,
but purely in 2D without any spatial registration or AR view.

We assume that all IoT devices are connected and config-
ured in the local WiFi network. Improving the initial setup
of the devices themselves is beyond the scope of our work.

3.1 Device mapping

To perform device localization and matching, we use a SSG
generated using a modified version of ConceptGraphs [15].
ConceptGraphs is a state-of-the-art framework for SSG gen-
eration, which accepts RGB-D stream as input and generates
the nodes Ng and edges £s of an SSG, as well as rudi-
mentary 3D geometry for each detected object. Each original
node contains a 3D bounding box, an open-vocabulary lan-
guage embedding, and a detailed object caption. To improve
the subsequent mapping process, we extended the feature
extraction of ConceptGraphs to include additional object
describing attributes, such as object color, to assist the rea-
soning process in disambiguating similar objects (Listing 1).

Listing 1. Sample Node Data
{
obj_id: 219,
object_tag: lamp,
object_caption: A small, modern black desk lamp
with a conical or fabric shade, round base,
and adjustable arm, positioned on a desk.,
bbox_extent: [0.39, 0.17, 0.16],
bbox_center: [-1.95, 0.92, -0.26],
bbox_volume: 0.01,
object_tags: [
small, modern, black, desk lamp,
conical shade, fabric shade, round base,
adjustable arm // NEW
] 4
bbox_rot: [-0.75,
color: [0.28,

0.62, 0.22, -2.88],
0.25, 0.22] // NEW

This enhanced SSG contains pose information for all
available devices. Following the automatic SSG generation
step, we perform a manual SSG refinement step to further
improve and clean up the graph. This step is necessary
because the SSG can contain inaccurate information, includ-
ing duplicate object detections and incorrect labels. How-
ever, manually labeling large-scale environments containing
thousands of objects without automation is time-consuming
and exhausting. Therefore, our two-step pipeline reduces
the workload over a purely manual process. The description
of physical devices is collected in a subset of nodes N' C Ns.
In our current prototype and evaluations, we obtain N by
manually selecting the SSG nodes that correspond to IoT

devices (i.e., connected devices vs. visually similar non-
connected objects). The LLM-based localization then maps
network identities to this candidate set A" as described next.
Automating this pre-filtering step is left for future work.

Our next goal is to use the LLM to find a bijective
function ¢ : M — N that maps the metadata of each
networked device M € M to each node N € N. For this
result, we select one N € N and forward its description in
the LLM context window together with the descriptions of
all metadata records M € M. After determining an initial
mapping 1), we repeat the process in the opposite direction
to obtain ¢)’.

In realistic deployments, an instance-level bijection be-
tween devices and objects is often not identifiable from
semantics alone: If multiple identical device instances exist
(e.g., several identical lamps), the available metadata and
the scene graph descriptions may be insufficient to deter-
mine which specific network identity corresponds to which
specific physical instance.

We therefore distinguish two levels of mapping. (1)
Instance-level association: LORIOT computes two direc-
tional association relations with confidence scores. In the
digital—physical direction, the LLM predicts a ranked set
of candidate objects N € N for each metadata record
M e M (Listing 2). In the physical—digital direction, the
LLM predicts a ranked set of candidate device identities
M € M for each object N € . We denote these (generally
non-invertible) relations as ¢ € M x N and ¢, C N x M.
(2) Type-level bijection (equivalence classes): If devices
are grouped into device types (e.g., “lamp”) and objects into
corresponding object types, then a bijection is well-defined
between types even when individual instances are ambigu-
ous. This notion is used by our synthetic benchmark ground
truth (Section 4.2).

Listing 2. Sample Mapping Result
{ relevant_objects:

[

: obj_id: 1111,
mapping_accuracy: 0.8
4
{
obj_id: 219,

mapping_accuracy: 0.8

1,
query_achievable: true,
explanation: The device is a '
philipps_hue_go_table_lamp', which is a smart
lamp/light. Among the objects provided, obj_id
1111 and obj_id 219 are both small, modern
desk lamps with descriptions and tags

indicating they are lamps (desk, modern, black
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, with shades) .These best fit the function and
appearance of a smart lamp, even though there
is no explicit mention of color-changing

features or smart technology in the physical

descriptions. Their size and location (desk)
also fit the likely placement of a Hue Go lamp

. No other objects (such as ceiling lights or

power outlets) match the function of a smart

lamp as closely.,

The final mapped data (Listing 2) contains a list of rele-
vant objects (a list of nodes), a predicate indicating whether
at least one match could be found, and an explanation for
the mapping. The need to generate the predicate and the
explanation forces the LLM to improve reasoning by devel-
oping a step-by-step argument [24], [31]. As a byproduct of
generating 1), we also collect a mapping accuracy p € [0, 1]
that rates each mapping from networked device to semantic
description.

In practice, it must be expected that the two mappings
do not necessarily form an instance-level bijective mapping,
ie, ¥ # (¢/)7'. In particular, when multiple identical
devices are present in the environment, the LLM cannot
decide which network identifier corresponds to which de-
vice instance, even when the type-level bijection is perfectly
correct. We resolve any ambiguities by letting the user
decide about any remaining duplications using a situated
AR interface. We use p to generate ranked suggestions that
the user must confirm or override. In the results section, we
will demonstrate how the number of explicit interactions
needed to resolve ambiguous assignments is only a fraction
of the interactions needed to manually classify all devices
from scratch.

3.2 User interface generation

For user interface generation, we start with the assumption
that each device is described by a metadata record (Listing 3)
that explains its operation. A metadata record contains a de-
vice name, its network (IP) address, and a list of commands
that can be used to interact with the device. We store this
information in a generic JSON format that is independent of
any vendor or automation standard.

Listing 3. Sample Network Metadata

name: nano_leaf,
IPAddress: 192.168.0.105,
Port: 16021,

commands: [

{

description: Changes the state of the device,
endpoint: /api/vl/api_key/state,

request: PUT,

request_body: {on: {value: true}},

response: 204 No Content

description: Retrieves state of the device,
endpoint: /api/vl/api_key/state/on,

request: GET,

response: 200 OK,

response_body: {value: true} OR {value: false}

TABLE 1
Heuristic linkage from device metadata records to declarative Ul
widgets.

Metadata pattern (per command) Generated widget

Boolean state change (e.g., toggleButton
PUT with {on:{value:true/false}}) (On/Off)
Stateless action button

(e.g., POST/PUT without user parameter)

Query /read-back button

(e.g., GET returning a response) with showResponseText

Numeric parameter slider

(e.g., brightness/hue)

with $value placeholder

The commands understood by the device are expressed
as HTTP (GET, POST, PUT) or MQTT requests. Description,
endpoint, request, and response are mandatory fields per
command. We manually collected the command metadata
for all devices. However, it would be straightforward to ex-
tract this information automatically from product databases
of networked devices that support any of the popular au-
tomation standards, such as Matter, Nest, ZigBee, etc. For
our experiments, we avoided dealing with vendor-lock-in
situations by only using devices that are open-source or for
which public API documentation exists.

The JSON-formatted metadata shown in Listing 3 is used
to automatically generate corresponding Ul components
represented as another JSON (Listing 5) through an LLM.
This representation can then be used in two scenarios. The
first user interface runs on an AR client and is spatially
registered with physical devices. The second user interface
runs on a smartphone as an Android application and does
not use any spatial registration or AR. This interface is
intended for a comparison of the user experience between
AR and non-AR, detailed in Section 5.

For the AR interface, we define templates (Unity prefabs)
for the AR client that represent common widgets such as
push buttons, toggle buttons, sliders, texts, and spacers. The
LLM is instructed to assemble a 2D user interface panel that
has a matching widget for every attribute and command
enumerated in a device’s metadata record. This transforma-
tion step is easily prepared by passing the JSON metadata of
the target device to the LLM prompt. The returned result is a
declarative JSON which represents the interactive Ul for the
corresponding device as a blueprint. In practice, the LLM
follows simple, prompt-specified heuristics such as those
summarized in Table 1.

For example, the metadata record in Listing 3 con-
tains a state-changing command (PUT to /state with
an on.value boolean), which is translated into the
toggleButton widget with separate activating/deactivat-
ing commands in Listing 5. The metadata also contains a
state-query command (GET to /state/on), which is parsed
into a button widget configured to display the response
text. Numeric parameters are handled analogously via slid-
ers by inserting a $value placeholder into the request body
(Listing 4), which is later substituted at runtime by the Unity
widget prefab.

To enforce a valid JSON syntax, the structured output of
the LLM is utilized. The few-shot examples in the prompt
may contain placeholders that serve as parameters in the
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Fig. 3. Node-RED command routing example. The entire graph represents receiving commands from various clients and routing them to the

appropriate devices using different protocols.

Fig. 4. Example of an automatically generated user interface for a lamp.

Fig. 5. Automatically generated user interfaces for various devices.

commands. For example, a toggle button distinguishes two
states (active, inactive), while a slider must send its current
value using a “set value” command. The LLM model must
correctly insert the placeholder into the given command
data so that the request body is valid. The Unity prefab is
programmed to insert the actual value into the command
at the placeholder position. Providing the few-shot sample
from Listing 4 is enough to make this system work. Fig-
ure 4 shows the resulting user interface from the shortened
Listing 5.

Of course, the approach described above is still limited to
simple commands that can be used independently. The au-
tomatically generated user interface is not able to represent
complex control procedures that would require a finite state
machine or a similarly powerful user interface formalism.

Listing 4. Custom slider widget prompt

The request body should contain $value as a
placeholder for the slider value. e.g. {hue:
$value}

Listing 5. Sample user interface representation
[
{ text: { text: Device Control }},
{ spacer: { height: 20 }},
{ toggleButton: {
buttonName: Turn On,
deactivatingButtonName:
iconType: Sun,
activatingCommand: { ... },
deactivatingCommand: { ... }

Turn Off,

1

{ spacer: {height: 20}},

{ button: {
buttonName: Get State,
iconType: Check,
command: { ... },

showResponseText: true

3y
{ spacer: {height: 20}},
{ slider: {
label: Brightness,
minvValue: O,
maxValue: 100,
wholeNumbers:
command: {
description: Change brightness,
endpoint: /api/vl/api_key/state,
request: PUT,
request_body: {brightness:{value:
$valuel},
response: 204 No Content

true,

T

When the AR client receives the JSON-formatted user
interface specification, it uses a JSON parser to extract the
data items for each device. It instantiates a corresponding
widget for each item and fills it with the extracted data val-
ues. This procedure is purely data-driven, and new physical
environments do not require any code modifications of the
Unity application (i.e., the C# code).

The Unity application also contains the network com-
munication code to talk to IoT devices via MQTT messages,
which is used by the widget prefabs. All network traffic is
sent to the server, which uses Node-RED to determine any
final command routing to the IoT devices (Figure 3). Routing
is necessary because our AR clients do not support network
standards such as ZigBee natively.

Commands that return a response display it for a default
period of five seconds below the widget. If the response is
a JSON object, LORIOT formats the data in a more readable
way, as can be seen in Figure 4; otherwise, the string will
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be directly displayed. We also support the inheritance of
behaviors to generate more sophisticated variants of basic
widgets. For example, a hue slider works like a basic slider,
but employs a more sophisticated visual representation. The
LLM is specifically prompted to prefer the sophisticated
widget variant, if one exists. For example, if the command
controls the hue of a lamp, the LLM should prefer the hue
slider over a normal slider.

Certain UI components like toggle buttons or sliders
have internal state (e.g., the current slider value). This state
needs to be initialized to match the actual device state. We
address this requirement by prompting the LLM to generate
a query command to initialize such stateful UI components.

The user interface client running on the smartphone is
written in Dart and Flutter. It receives the same JSON data
as the AR client, but converts it into a conventional 2D user
interface without any spatial registration.

3.3 Natural language control

In addition to gesture-operated user interfaces, our system
supports voice-based interaction for hands-free device con-
trol. This is particularly useful in an AR context, where the
user’s hands might be occupied with other tasks. The in-
teraction flow is initiated by the user speaking a command,
which is captured by the microphone of the Meta Quest 3.

The captured audio is processed by OpenAl’s Whisper
model for speech-to-text transcription. The resulting text
is sent to a LangChain® agent running on our server. This
agent is designed to interpret natural language commands.

To process a command, the agent is provided with two
pieces of information: the user’s transcribed request and
the full set of API specifications for all IoT devices, which
it retrieves from the CouchDB database. By combining the
user’s intent with the knowledge of available device capa-
bilities, the agent can reason about the request and identify
the appropriate device and command.

Finally, the agent constructs a precise, executable control
request. The response is formatted as a JSON object that
can be directly processed by our server’s command routing
logic, as previously described. The server dispatches the
command to the corresponding IoT device via MQTT. Link-
ing voice commands to device actions provides a seamless
and intuitive experience within the smart environment.

3.4 Spatial registration

For spatial registration of user interfaces to physical devices
in AR, it is necessary to obtain the pose of each device in
the current tracking coordinate system of the AR client. The
AR client relies on a hardware-accelerated 3D localization
(ego-tracking) which delivers the current pose.

The objects in the SSG are created by first constructing
a 3D point cloud from an RGB-D image stream (3D scan-
ning) and then segmenting the point cloud into distinct
objects. We fit axis-aligned 3D bounding boxes as proxy
geometry for each object, because this choice ensures that
only partially reconstructed objects can still be assigned
recognizable bounding geometry. In general, the coordinate
systems used for the bounding boxes of objects in the SSG

8. https:/ /github.com/langchain-ai/langchain

7

and the coordinate system used by the ego-tracking of the
AR client are not aligned. Therefore, spatial registration
must consider two related problems:

(1) Relocalization of the AR client: The ego-tracking of the
AR client initializes the coordinate system to the pose of
the first sensor reading. The coordinate system is relative to
the pose recorded at the moment when the AR client was
started, which is different in each session. To enable spatial
constancy across sessions, some AR libraries provide relo-
calization based on spatial anchors, which contain an index
of visual features in the environment. However, anchors are
platform-specific and can be cumbersome to use.

(2) Registration of the coordinate systems of the SSG and
the AR client: The SSG is derived from a 3D scan, and we
must determine the rigid transformation from the 3D scan
to the current ego-tracking. This process requires knowing
the pose of feature points or objects in both representations.

Our framework addresses both problems at once by
placing a single fiducial marker. We performed the 3D
scanning for the prior SSG creation with the Record3D’
app on an iPad Pro (11-inch, third generation), while we
used a Meta Quest 3 as an AR client for the subsequent
user study. The transformation implied by the marker lets
us switch from the SSG coordinate system to the AR client
coordinate system. This simple approach is sufficient for our
purposes, since our focus lies on generating user interfaces
via semantic reasoning.

4 MAPPING EVALUATION

This section evaluates the technical core of LORIOT: the
LLM-based mapping between network-side device identi-
ties and SSG nodes in the SSG. Our goal is to quantify
how reliably the mapping works at scale under controlled con-
ditions, independently of the AR user interface and human
factors (which we study separately in Section 5). We ask
the following questions: (Q1) How accurate is the device
mapping in either direction (digital—+SSG vs. SSG—digital)
when many heterogeneous devices are present? (Q2) Do
the model’s self-reported confidence scores align with map-
ping correctness, i.e., can confidence-weighted metrics serve
as an indicator of reliability? We answer these questions
using synthetically generated rooms to enable large-scale,
repeatable experiments with known ground truth and to
vary the number and composition of devices in a way that
would be impractical with physical rooms. We report on our
experiment with physical rooms and devices in Section 5.

4.1 Room generator

To test the scalability of LORIOT, we implemented a room
generator using Unity, which randomly populates an arbi-
trarily sized room with devices. These synthetically gen-
erated rooms can then be used to test the performance of
our IoT mapping approach. Thus, the mapping evaluation
is a controlled synthetic-placement benchmark: we vary the
number and arrangement of devices while keeping the un-
derlying device descriptions consistent with those observed
in the real office scan.

9. https:/ /record3d.app/
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Fig. 6. Output of the room generator with 20 devices placed at random
positions.

We directly generate SSG [15] node data based on ran-
domly placed synthetic devices. Figure 6 shows a visual-
ization of a room generated with the devices placed. For
each device type, we provide SSG data (caption, object-
tag, descriptions, etc.) which are copied from previous real
world scans of our office and additionally a tag expressing
its potential placements (wall, floor, ceiling or table). This
tag is only used in the synthetic room generation process
to ensure that devices are placed in appropriate locations
within the room. Based on our experience of creating multi-
ple scans of the same environment, feature extraction for a
certain device type is always similar across scans. In order to
make the SSG as similar as possible to an actual real world
scan, we initialize device nodes with data from a scan of the
physical counterparts.

We can generate a room of arbitrary size and with an
arbitrary number of devices. Decorations are omitted, since
our algorithm operates only on device nodes, after non-
device nodes have been filtered out. The generator ensures
that the bounding boxes of the devices do not overlap or in-
tersect the room boundaries. To provide enough placement
opportunities, we generate randomly sized desks (cubes in
Figure 6) on which smaller devices are placed. The actual
position and rotation of the final SSG node data is deter-
mined by the positions and orientations randomly assigned
to the synthetic devices.

The currently supported device types are: blinds con-
troller, ceiling panel, photo frame, lamp, nanoleaf, neon tube,
philips hue lamp, tasmota lamp, tasmota fan, tasmota button, and
tasmota buzzer.

We mimic real-world devices in our test office, which
have been used in the user study described in Section 5.
Note the addition of neon tube and ceiling panel. The neon
tube exists in the test office, but it is not an IoT device. The
ceiling panel was introduced to increase the variety of ceiling-
mounted devices.

The SSG information for all other physical devices has
been copied from the actual SSG data from the test office.
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The device metadata was also copied. If multiple instances
of one device type were generated, the device names were
suffixed with a number (e.g., lamp 1, lamp 2).

4.2 Evaluation method

The performance of the system was evaluated in 100 ran-
domly generated rooms, each containing 20 random de-
vices, providing a large-scale assessment of the system'’s
scalability and robustness. The SSG data of the synthetic
devices was taken from actual SSG data of the underlying
physical room. For each synthetic room, the predicted asso-
ciations were compared to ground truth (correct mapping)
to determine key performance metrics. As LORIOT is not
able to distinguish digital identities of identical device types,
the ground truth always contains all instances of a given
device type. For example, if there are two lamps in the room,
the ground truth for each lamp SSG node will include both
the network identities lamp 1 and lamp 2. The same applies
to the other mapping direction: Each network lamp device
will include both lamp SSG nodes in its ground truth. Note
that the order of devices in the generated mapping data is
not of interest. We only evaluated if the correct mapping
was found. We used the following classifications:

o True positives (I'P): An association that is correctly
predicted by the system also exists in the ground truth.

e False positives (F'P): An association that is predicted by
the system does not exist in the ground truth.

e False negatives (F'N): An association that exists in the
ground truth is not predicted by the system.

Based on these classifications, we calculated four metrics:

e Precision (P) measures the accuracy of positive predic-
tions, calculated as P = Tﬁ%.

e Recall (R) measures the system’s ability to identify all
relevant mappings, calculated as R = TPE_%.

e F1 Score (F'1) is the harmonic mean of Precision and
Recall, providing a balanced measure of mapping per-
formance, calculated as F'1 = 2 - 52

o The Intersection over Union (IoU), also known as the
Jaccard index, measures the overlap between prediction

and ground truth, calculated as JoU = %.

We evaluated the scores with macro- and micro-averaging to
take the frequency at which the devices appear into account.

Furthermore, the comparison between weighted and
unweighted metrics provides valuable insight into the con-
fidence p of the system in its predictions. Unweighted
metrics treat every prediction or each type of device equally,
whether the system was confident in its response or not.
A correct prediction with 100% confidence has the same
impact as a correct prediction with 51% confidence. This
approach provides a straightforward view of the system’s
raw accuracy. In contrast, the weighted metrics factor in the
confidence of the system for each prediction. In this way, not
only the mapping prediction itself, but also the prediction
rating of the LLM can be evaluated.

This feature is achieved by replacing the standard counts
of true positives, false positives, and false negatives with
the sum of their associated confidence scores. For example,
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TABLE 2
Overall success rate (UnWeighted and Weighted)

Metric Type digital -SSG SSG—digital

P R F1 (SIoU| P R F1 (S)IoU
Macro (UW) [0.72 0.99 0.80 0.72 [0.10 0.16 0.12 0.10
Macro (W) |[0.76 0.89 0.79 0.70 [0.12 0.13 0.12 0.10
Micro (UW) [0.63 0.99 0.77 0.63 [0.12 0.07 0.09 0.05
Micro (W) [0.68 0.89 0.77 0.63 |0.14 0.06 0.08 0.04

with C; € [0,1] denoting confidence in association 4, the
weighted precision is calculated as

e
IS ey

Weighted version of the other metrics (Recall, F1-Score, and
Soft-IoU) are calculated analogously.

w

4.3 Overall success rate

The global evaluation (Table 2) indicates a strong difference
in performance between the two mapping directions. LO-
RIOT demonstrates strong capabilities in mapping network
identities to SSG nodes, with a macro-averaged unweighted
F1 score of 0.80 using baseline device metadata. This score
indicates a solid level of accuracy and completeness in its
predictions.

In contrast, LORIOT struggles with mapping from
SSG nodes to network identities. The macro-averaged un-
weighted F1 score for this association is significantly lower,
at just 0.12. This discrepancy highlights the difficulty of
accurately mapping objects back to their corresponding
devices, a key area for future improvement.

This result must be expected given that the API abstrac-
tions and names are not descriptive enough to identify the
corresponding devices. Additional contextual information,
such as the physical characteristics of objects and their
potential positions in the environment, would probably
improve the accuracy of the mapping p. We explore this
hypothesis in an extended evaluation in the following Sec-
tion 4.4.

4.4 Extended evaluation with enriched device metadata

We assumed that the results could be improved with richer
metdata for each IoT device. Therefore, we repeated the
evaluation to include enriched device descriptions. Beyond
the baseline network metadata (device name, API com-
mands), we augmented each device record with physical con-
text attributes: (1) mounting location (e.g., “wall-mounted,”
“ceiling-mounted,” “on table”), (2) primary materials (e.g.,
plastic, metal, glass), (3) dominant color, and (4) the di-
mensions of the device. These attributes reflect information
that IoT manufacturers could reasonably include in product
metadata or device profiles. We re-ran the identical evalua-
tion procedure on the same 100 randomly generated rooms
using the enriched metadata.

With enriched device metadata, the macro-averaged un-
weighted F1 score improved substantially from 0.80 to 0.88,
representing an 10% absolute improvement. Weighted F1
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also improved from 0.79 to 0.89, indicating that the LLM not
only produces more correct predictions, but also expresses
higher confidence in them. This improvement is observed
across device types. For example, lamp performance im-
proved from 0.42 to 0.85 (F1 improvement of +43 percentage
points), tasmota lamp, from 0.47 to 0.65, and ceiling panel,
from 0.73 to 0.81.

These results confirm that enriching network-side de-
vice metadata with physical context attributes substantially
improves both mapping directions and overall confidence.
In practical deployments, such metadata could be derived
from IoT manufacturer datasheets or added incrementally
as part of standardized device profiles.

4.5 Bijective mapping scores

While the two directional relations 14 and 1, are informa-
tive, they do not directly imply an instance-level bijection
in the presence of identical devices. To report a single, pre-
sentable score for a bijective mapping, we therefore evaluate
an additional metric.

We compute a bijection between device types and ob-
ject types by collapsing identical instances into equivalence
classes. This score measures whether the system can cor-
rectly match types even when individual instances are in-
distinguishable. We partition devices into device types by
stripping instance suffixes (e.g., lamp 1, lamp 2+ lamp),
and analogously group physical objects into object types. For
a given type t, let M, be the set of device instances of type ¢,
and MV, the set of ground-truth object instances of the same
type. From the digital +physical relation 14, we keep the
top-k candidate objects (we use k=3) per device and build
a bipartite graph between M, and N;. We then compute a
maximum-cardinality matching Sy C M; X N (one-to-one)
and define

Sl 1Sl _ 2RR

T M Ak T P+R

Macro-averaging reports the mean of P;, R:, F'l; across
types and rooms; micro-averaging sums |Si|, |M;| and
|V:| across all types/rooms before computing P, R, F'1. To
reflect confidence, we additionally compute a maximum-
weight matching using edge weights given by the mapping
accuracy of the LLM and report the average matched weight
per device.

In the baseline evaluation, we obtain a macro-averaged
F1 of 0.82 (macro precision/recall: 0.82/0.82). Aggregated
across all rooms, the micro-averaged score is F'1=0.82 (1640
correctly matched pairs out of 1999), with a confidence-
weighted average of 0.75 per device.

In the extended evaluation with enriched metadata, the
macro-averaged F1 improved from 0.82 to 0.91. Micro-
averaged F1 across all 100 rooms improved from 0.82 to
0.91.

P

4.6 Analysis by device type

While the overall performance is strong for mapping net-
work identities to SSG nodes, a detailed breakdown by
device type (Table 3) reveals significant variations.

LORIOT achieved near-perfect unweighted F1 scores
of 1.00 for several device types, including blinds controller,
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TABLE 3
Performance metrics by device type (macro-averaged), comparing
unweighted (left) and weighted (right) results.

Device Type Unweighted Macro-Avg | Weighted Macro-Avg

P R F1 IoU P R F1 SIoU
blinds controller |1.00 1.00 1.00 1.00 |[1.00 0.97 098 0.97
ceiling panel 1.00 1.00 1.00 1.00 |1.00 0.98 0.99 0.98
photo frame 1.00 1.00 1.00 1.00 [1.00 0.96 0.98 0.96
lamp 0.39 062 045 038 |039 056 044 0.37
nano leaf 1.00 1.00 1.00 1.00 |1.00 095 0.97 0.95
neon tube 1.00 1.00 1.00 1.00 [1.00 0.96 0.98 0.96
philips hue lamp | 042 046 043 040 |042 037 039 0.33
tasmota lamp 0.06 0.06 0.06 0.06 |0.06 0.04 0.05 0.04
tasmota buzzer |0.95 1.00 097 095 |096 095 095 091
tasmota fan 1.00 0.89 093 0.89 |[1.00 0.83 0.89 0.83
tasmota button | 0.58 0.68 0.61 058 |0.55 0.48 0.50 0.41

ceiling panel, photo frame, nano leaf, and neon tube. These
results are from the extended evaluation with enriched
device metadata. In the baseline evaluation using network
metadata alone, performance on ceiling-mounted devices
was lower. This indicates that, for devices with consistent
visual features and sufficient descriptive metadata, the sys-
tem achieves high accuracy. The objects should be visually
distinguishable by their capabilities. For example, the 3D-
printed tasmota lamp were detected as cups by the SSG,
and the small size of the tasmota button relative to its
larger corpus challenged the SSG to correctly classify it
as a button. Instead, it was classified as a tissue box. The
corresponding weighted F1 scores for these devices with a
high unweighted score remain very high, with a minimal
drop, suggesting that the system is also very confident in
these predictions.

For other devices, LORIOT demonstrated robust perfor-
mance. In the baseline evaluation, tasmota buzzer and tasmota
fan achieved unweighted F1 scores of 0.86 and 0.99.

We noted a drop in performance for a few devices, which
can be interpreted as an avenue for future research. The
difficult devices in the baseline include lamp (0.42), philips
hue lamp 0.57, and tasmota push button (0.79). The lower
scores for these devices can be attributed to sparse SSG data
or insufficient network metadata.

Device types that were already performing well in the
baseline (e.g., blinds controller, photo frame, tasmota fan) see
only marginal improvements in the extended evaluation,
while poorly-performing types benefit substantially, demon-
strating that enriched metadata particularly helps disam-
biguate visually similar or under-described devices.

4.7 Confidence and weighted metrics

The comparison between unweighted and weighted metrics
provides valuable insight into the confidence of the system
in its predictions. In a perfect scenario, these metrics would
be nearly identical. However, our results consistently show
that the weighted F1 scores are lower than their unweighted
counterparts in the baseline evaluation. The observed drop
in scores (e.g., the global unweighted F1 score for device-
to-object metrics is 0.80, while the corresponding weighted
score is 0.79) suggests that LORIOT is frequently accurate,
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but tends to make many correct predictions with low con-
fidence. The extended evaluation with enriched metadata
shows more aligned weighted and unweighted scores, sug-
gesting that better metadata leads to both higher accuracy
and higher confidence in predictions.

5 USER STUDY

The technical evaluation in the previous section establishes
how well our technical core (automatic localization of de-
vices with LLM) works, but does not reveal whether hu-
man users actually prefer the automatically generated AR
user interfaces to conventional controls (usually smartphone
apps or infrared remote controls). Therefore, we conducted
a user study that compares the AR and non-AR conditions.
This study was approved by the ethics committee of our
institution.

Our study was designed as a within-subjects experiment
with two conditions: One with AR interaction (using a
Meta Quest 3) and one without AR interaction (non-AR).
Participants were asked to complete a set of tasks in both
conditions, and their performance was measured in terms
of success and task completion time. After each condition,
participants were asked to complete the NASA TLX [16]
and the System Usability Scale (SUS) [5] questionnaires to
evaluate the usability of the system. We filled our office with
26 devices and divided them into two groups D; and D of
13 devices each. To prevent biases and learning effects, we
counterbalanced the order of conditions among participants
in four groups:

1: AR/D; — non-AR/D,, 2: AR/ D5 — non-AR/ D1,
3:non-AR/D; — AR/ D5, 4: non-AR/ Dy — AR/ D;.

Both groups of devices were placed in the same room
(Figure 7). However, participants could only interact with
one group at a time. All devices were easily accessible
and visible to participants. However, participants were not
introduced to the devices prior to the event.

Device Group D;: Device Group Ds:
« philips hue light strip  nanoleaf

o desktop fan (x2) o tasmota lamp (x2)

o table controller (x2) o tasmota fan large (x2)
e rgb lamp (x3) e photo frame (x3)

e lamp (x5) « blinds controller (x2)

o philips hue lamp (x3)

With these device groups in place, the study aimed to
evaluate two research questions:

e RQI1: Does the additional location information of de-
vices in AR improve the task completion time com-
pared to a condition without AR, which lacks location
information?

e RQ2: How does AR influence the perceived quality
of interaction compare to a conventional approach
with multiple smartphone applications and physical
remotes?

To evaluate RQ1, we ensured that we provided multiple
instances of the same device in the office, so that participants
could experience the difference between the known loca-
tions of the devices that use AR and no location information
in the non-AR condition.
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Fig. 7. Test office with all 26 device placements.

TABLE 4
Wilcoxon signed-rank test results comparing AR and non-AR
conditions for NASA TLX and SUS questionnaires.

Metric p-value Effect Size
NASA TLX (21-point scale)
Mental Demand 0.023 r=-0.60
Effort 0011 r=-0.68
Frustration 0.048 r=-0.61
Physical Demand 0162 r=-0.38
Temporal Demand | 0.207 r = —0.39
Performance 0.819 r =0.08
System Usability Scale (SUS)

SUS Score 0.009 r=0.71

5.1 Participants

We recruited 20 participants (15 male, 5 female) for the
study, with an average age of 26.95 years (0 = 4.38).
On average, they rated their previous experience on a 5-
point Likert scale with 2.9 (¢ = 1.29) for AR, and, 2.6
(0 = 1.10) for IoT. All participants provided their informed
consent prior to participating in the study. Participants were
compensated with 15 €.

5.2 Tasks

Given the device groups D; and Dy, the participants were
asked to complete a set of tasks under both conditions that
correspond to the devices in the groups. The tasks were
always presented in the same order.
Tasks for Dy:

o Color the Philips Hue light strip red

o Activate one specific desktop fan

o Increase the height of one specific table

» Make specific RGB lamp blink slowly in purple

e Activate two specific wall mounted lamps
Tasks for Ds:

 Color the Nanoleaf lamp green

e Turn on specific bucket lamp

o Show beach image on specific digital photo frame and
skyline on other one

« Open the blinds of one specific window
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Fig. 8. NASA TLX (1=very low, 21=very high; for performance 1=perfect,
21=failure). ! AR, M non-AR.

o Colorize a specific Philips Hue Go Table lamp in orange
and another one in blue

To avoid bias, participants were not introduced to the de-
vices in advance. In addition, tasks were communicated so
that participants did not receive valuable information about
the devices. Pointing gestures were used to tell participants
which device to interact with: “Please turn on the lamp over
there (pointing gesture)” or “Please close the blinds on the
left window”.

For the non-AR condition, participants were provided
with a smartphone on which three applications were
installed—one for the Philips Hue devices, one for the
Nanoleaf lamp, and one custom-built for all the other de-
vices. The custom smartphone application reused the user
interface automatically generated from Listing 5 to control
the devices. In addition to the apps, three physical infrared
remotes were provided, which controlled the RGB lamps.
This setup was chosen to reflect a realistic scenario. The
current state of IoT device controls often requires one to
use multiple apps and remotes.

Participants were informed that there was always exactly
only one way to interact with a device, e.g., the Nanoleaf
lamp can only be controlled via the Nanoleaf app and not
additionally via the infrared remotes. No further assistance
was provided.

However, in the AR condition, white spheres were dis-
played right next to the devices. These spheres could be
selected by the controller to display the AR user interface
for the corresponding device. In these panels, participants
could control the associated device using the user interface
generated from Listing 5.

5.3 Results

All participants were able to successfully complete all the
tasks in a reasonable amount of time.
Questionnaires: We analyzed scores from NASA TLX
[16], which used a 21-point scale, and SUS [5] using a
Wilcoxon signed-rank test to compare AR and non-AR
conditions. The test results showed that AR resulted in
significantly lower (Table 4) mental demand, effort and
frustration than non-AR. No significant differences were
found for physical demand, temporal demand, and perfor-
mance. The mean values for NASA TLX are displayed in
Figure 8. Usability was rated significantly higher for AR
(u = 84.3, 0 = 13.1) than for non-AR (¢ = 62.9, o = 26.0).
We analyzed the preference answers using a binomial
test for significant deviations from a balanced choice (50%)
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of AR and non-AR. The results show that AR was signifi-
cantly preferred in terms of efficiency (p < 0.001,g = 0.4),
intuitiveness (p = 0.41,g = 0.25), and fun (p < 0.001,g9 =
0.4). However, for overall preference, the test results were
not significant, although the majority of participants still
preferred AR (Table 5).

Performance: We recorded the task completion time
for each subtask and averaged it for each participant.
As this data was not normally distributed, we used the
Wilcoxon signed-rank test to compare AR with non-AR.
The test indicates that the participants were significantly
(p = 0.003,7,, = —0.73) faster with AR (u = 39.2s,
o = 21.1) than with non-AR (4 = 68.2s, 0 = 26.9).

A t-test confirmed that there was no significant (p =
0.006,d = 0.69) difference between the two groups of
devices, which were counterbalanced so that we assigned
exactly the same number of participants to each combina-
tion of AR/non-AR and device groups.

Qualitative feedback: The feedback of the partici-
pants provided rich insight into the user experience, partic-
ularly highlighting the challenges of the non-AR condition
and the benefits of the AR system. Several common themes
emerged from the interviews.

A major point of frustration for participants in the non-
AR condition was the decentralized and disparate nature of
the controls. The sheer number of apps and physical remotes
made it difficult to identify which control corresponded to
which device. Multiple participants (e.g., P2, P4, P6, P11)
struggled with this initial discovery task. Participant P11
explicitly stated that the most frustrating part was having
“three different remote controls and three different apps,”
requiring them to “try, like, every different remote and app
to find which one it is for.” This sentiment was echoed by
participant P7, who commented that they had to “test it
again and again in order to find out which device should be
controlled by which control or which app.” Participant P19
described the non-AR setup as “more complex,” noting that
finding the right app and learning the different interfaces
would be “terrible” in an unfamiliar environment.

A related difficulty was the spatial ambiguity of the
devices and their controls. Participants struggled to visu-
ally connect the device in the app interface to its physical
location. This difficulty was highlighted by participant P2,
who said that they were switching a device on and off and
“did not realize that it was behind me.” Participant P11 also
pointed out that, without labels, they did not know which
device was “fan 1, fan 2, lamp 1, lamp 2, lamp 3” in the app
interface, further complicating the task of finding the correct
device to control.

In contrast, the AR condition received overwhelming
positive feedback. Participant P10 found that, with AR,
they “just found the object” and could “change it” immedi-
ately, contrasting this experience with the non-AR condition
where they had to “search for everything and had to mem-
orize the objects.” Participant P18 summarized the general
sentiment, stating, “With AR, it was great. I did not have
any difficulty.”

Limitations (task ordering).: While we counterbal-
anced the order of interaction conditions (AR vs. non-AR)
in our within-subject design, the order of tasks was kept fixed
for all participants. However, we believe that the impact of
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TABLE 5
Number of participants who preferred AR or non-AR when asked the
following questions.

Question AR | non-AR
Which condition did you find more efficient to use? 18 2
Which condition did you find more intuitive to use? 15 5
Which condition did you find most fun to use? 18 2
Which condition did you prefer overall? AR or non-AR? | 14 6

a potential ordering bias is minimal. First, the tasks were
designed to be relatively simple and quick to complete,
which minimizes fatigue. Second, the counterbalancing of
conditions ensures that any learning effects are distributed
across both AR and non-AR conditions, reducing their im-
pact on the overall results. Third, the significant differences
observed in task completion times and user preferences
suggest that the benefits of AR are robust and cannot be
explained by task ordering alone.

6 DiscussioN

Our findings demonstrate the effectiveness of LORIOT in
streamlining IoT device localization within AR environ-
ments, but they also highlight critical areas for future re-
search and incremental advancements that build directly
upon our foundational framework.

One current limitation lies in the initial SSG genera-
tion. While LORIOT effectively leverages the SSG genera-
tion of ConceptGraphs, the raw output still requires some
manual preprocessing, such as filtering duplicate objects
or explicitly identifying potential IoT candidates. Recent
SSG pipelines that were published after the experiments
reported in this paper have already achieved a much higher
degree of automation and faster processing times.

Our evaluation revealed an asymmetry in mapping per-
formance. LORIOT accurately maps network identities to
physical objects, but struggles with the reverse mapping.
Therefore, we also computed a type-aware bijection (type-
level) with F'1=0.82, which demonstrates that mutually
agreed assignments are highly reliable, but identical in-
stances remain underconstrained without richer metadata.

Our extended evaluation confirmed that Enriching meta-
data of networked devices with details about their physical
appearance—such as object size, material, or general loca-
tion (e.g., on a wall or table)—improves mapping in both
directions. The digital—physical F1 score was increased
from 0.80 to 0.88, and the bijective F1, from 0.82 to 0.91.
This improvement is particularly pronounced for previously
low-performing device types, demonstrating that metadata
enrichment is essential for automated device localization.
We expect that, as IoT manufacturers provide more detailed
metadata, mapping will naturally improve.

A remaining challenge for full automation is the dis-
ambiguation of multiple identical IoT objects. LORIOT cur-
rently addresses this issue by transforming a complex, open-
ended search into a structured, guided user intervention,
presenting ranked candidates with confidence scores. This
approach significantly reduces the manual effort from iden-
tifying all possible devices to selecting among a few highly-
ranked suggestions. It is considerably easier to map small
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groups of 1-5 devices than it is to map 26 devices at once.
Future work can incrementally build upon this foundation
by integrating LORIOT with complementary localization
techniques. For instance, combining our semantic mapping
with radio-based localization [29], sequential device activa-
tion [38] or ODIF/BLEARVIS approach [39], which fuses
computer vision with radio signal analysis, could automate
the final disambiguation step for identical devices, further
reducing human involvement.

Our user study showed that participants, including those
without AR experience, found the user interfaces generated
by the LLM easy and pleasant to use. The overall effective-
ness of our approach, reflected in faster task times (RQ1) and
higher user preference over decentralized methods (RQ2),
was further reinforced by the usability of the automatically
generated user interfaces. We have extended our JSON
UI syntax to allow for stateful Ul components to retrieve
their current state. However, this currently requires concrete
retrieval requests. If a lamp returns its current color as RGB
and not as required as a hue value, then additional calcu-
lations of the retrieved value are required. One could ask
the LLM to additionally write C# or Dart code to make this
parsing work, but it would contradict our forced structured
output driven JSON approach. So this is a potential field for
future research. It is important to note, however, that all our
automatically generated user interfaces worked correctly
without any manual adjustments.

Finally, our use of a QR code marker to align virtual
content with the real world was simple and reliable. While
not feasible for large-scale deployment, it serves as a practi-
cal solution for our current system. A more sophisticated
solution would use a cross-platform anchor mechanism,
such as BOWA [34], which uses the coarse scene structure
itself as an anchor. Integrating such a platform-independent
method represents a clear next step for future work.

7 CONCLUSIONS

Interacting with the growing ecosystem of devices is of-
ten fragmented, relying on a patchwork of manufacturer-
specific apps and remotes. In this paper, we argue that
AR presents a more intuitive alternative, but is predicated
on solving the critical challenge of device localization. We
introduced LORIOT, a novel system that addresses this
bottleneck by leveraging SSG and LLM to automatically
map IoT devices to their corresponding physical objects. A
key component of LORIOT is a declarative user interface
specification that facilitates both manufacturer-independent
device control and the automatic generation of interactive
UI panels within AR.

Our primary contribution is the design and implemen-
tation of the first end-to-end system that integrates these
components into a single pipeline, which automates the
crucial steps of device mapping and UI generation.

Our evaluations demonstrated the effectiveness of this
approach. In a large-scale evaluation across 100 syntheti-
cally generated rooms, the mapping from network identity
to physical object achieved a F1 score of 0.80 (using standard
device metadata) and 0.88 (using enriched metadata that
includes physical context attributes), confirming the ability
of LORIOT to accurately identify device locations based on
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semantic and network information. These results validate
that practical improvements in device metadata enhances
localization performance. Furthermore, a user study with 20
participants showed that the AR-based interaction system
was significantly faster, less mentally demanding, and per-
ceived as more usable and enjoyable than traditional, frag-
mented control methods involving multiple applications
and remotes.

Although challenges remain, particularly in the reverse
mapping from physical objects to network identities and
in fully automating the handling of identical device in-
stances, LORIOT represents a substantial advancement. Our
extended evaluation demonstrates that addressing metadata
sparsity further improves performance, pointing to a practi-
cal path forward for real-world deployments. By providing
a robust and scalable end-to-end pipeline for device local-
ization and interaction, LORIOT lays the groundwork for
the practical deployment of a sophisticated AR interface in
complex, real-world settings. This research paves the way
for future environments in which interacting with the digital
and physical worlds is a seamless and intuitive experience.
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